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DNSSEC Validation Challenges

* Trusted Key Selection il P ud
and Rotation (daily) -ﬁzjﬁé" !
- 27,000+ (4,300+) signed . ’

zones now, growing to
27,000,000

* Monitor server use and
validation failures

* |Internal and External
DNSSEC Configuration
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DMS — Managed DNSSEC
Validation

Hosted Validators using
latest Bind9 engine

Hardened SecureMepis
HVT OS (virtual machine on
Cloud Computing)

DMS Cloud Operations
Centers across USA

Web App for Agency control
$45/validator/month

GSA Schedule (credit card
purchase)
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Managed Validation Control

* Test Trusted Keys

* Block unwanted
networks

* Allow internal and/or
external nets

* No Training required
* < 1 hour Automated
Deployment
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Managed DNSSEC Validator - Firefox
File Edit View History Bookmarks Tools Help

Q - © @) [T 0 https:/fwww datamtn comjaccount/Validation aspx?domain=va432 -

[ Most Visited + [E9Personal + [EIMEPIS ~ (B3 Entertainment ~ [6] GOV Registration E3News

<tGov | I® cacti College F... F Men's Mo...| ' IKS Gmb... | [y NIC.br - ESPranto ... i rows of e...| (8] My DNSS

Update Managed DNSSEC Validator: DNSSEC1 Managed DNSSEC Validator

Update
Failure:

View BLOCKED (Click to edit)

am
and Trust Anchors (DS RRs)

These resourc e added by clicking on the bar
to the right and changing the contents. You do not
need to know the syntax of the Bind zone file and a
single IP address in a field will b, signed as a /32
range for the addr

Please click 'Update' after editing the field to insert
changes and the publish button to update the
validator after all changes have been completed.

View 'WED (Click to edit)

View AN RS (Click to edit)

DMS Managed Validation



MV — Blocked Networks

y) Managed DNSSEC Validator - Firefox = 2

* Defaults to best

Bind9 named.conf options,
and Trust Anchors (DS RRs)

e added by clicking on the bar

| ]
These resources
to the right and changing the contents. You do not
need to know the syntax of the Bind zone file and a
single IP address in a field will be assigned as a /32

range for the addre

Please click 'Update’ after editing the field to insert
changes and the publish button to update the
validator after all changes have been completed.

Dynamically update
and release with
single click

SL Web connection
to Admin Console
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MV — Allowed Networks

* Set allowed IPs and IP
ranges for validation B o o e ST —

Q - © @ [[oIFEEEREI: 2 nitps:/fwww datamtn comyaccount/Validation aspx?domai

[ Most Visited ~ [E3Personal + [EAMEPIS » [EEntertainment » (6] GOV Registration [EINews +

° Can use Agency |egacy = \.ffit‘t chfergeF___|fMen-5Mor n%semn [ e | Esmrria [ ows e[Sy ones
DNS servers as s m

Forwarders —

g
Blocked IP Addresses,
Allowed Netwo:

Bind9 named.conf 5ptions, Yiew B ED (Click to edit)
and Trust Anchors (DS RRs)

(] (]
. AI | t raff I C a n d q u e rI e S a re These resources are added by clicking on the bar (Click to edit)

to the right and changing the contents. You do not

need to know the syntax of the Bind zone file and a any
single IP address in a field will be a d as a /32 'blocked
range for the address.
O e a n ra e Please click 'Update’ after editing the field to insert
changes and the publish button to update the
validator after all changes have been completed.
[ 1]

* Monthly Security Reporting

View OPTIONS (Click to edit)

for FISMA CMP is included
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MV — Bind9 Options

* Enable/Disable DNSSEC _
for testing/deployment and R e ——

[ Most visited ~  [EdPersonal ~ [ESMEPIS ~  [EEntertainment ~ [@).GOV Registration [EGNews +

emergency purposes | oo a5 5] +
* Immediately publish and

[] (]
Submit
Your DNSSEC validating resolver is ine
here. You may add/chage:

Blocked IP Addresses,
Allowed Netwo!
Bind9 named.conf options, View BLOCKED (Click to edit

] (]
S I n I e C | I C k and Trust Anchors (DS RRs)
g These resources are added by clicking on the bar

to the right and changing the contents. You do not
need to know the syntax of the Bind zone file and a
single IP address in a field will be assigned as a /32

d u range for the addre
. Please click 'Update’ after editing the field to insert dnssec-enable .
changes and the publish button to update the dnssec-validation
validator after all changes have been completed. max-cache
t . f . t . f | I t
D N S S .t O t.

View / WED (Click to edit

View ANCHORS (Click to edit)

(=]
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MV — Trusted Key Management

e DMS cleans and corrects
broken islands —— e e

QO - 0O O FrEmE

Y d ate to | ate St ke S ets {5 Most Visited ~ [ESPersonal =~ [EAMERIS ~  [ESEntertainment ~ (@] GOV Registration [EINews =
U p y 1« tGov | & college F.

Bind% named conf options,

with a single click S

These resourc added by clicking on the bar
to the right and changing the contents. You do not
need to know the syntax of the Bind zone file and a

single IP addre: a field will be assigned as a /32 View OPTIONS (Click to edit)

* Add or remove keysets e e e

View ANCHORS (Click to edit)

[TOWJMALEET URPR L/ LV TXUES KAUCTOavILNZUL ] §SNoTDU LI

. "
BlocBkGE7LWS ZARCnDa/aBN="; // Key ID=42283
esired for your
AWEARZ 10Ct722%23R0VZXNCN LGONT1 -+pSARXS 0xq J65WOkoE

InK7IBTSroFhXjBDGI81dICYIENS4kKE3K, +v3vIQF109IgsP
eRdHTOyghWWbhzAZpn1Z161mXE4yFZjdbV21M66KcgsESOMPECTayDO

JhEJEL wns LrYvRRIGYPOWrLLDORmd tCaRuz LUEORIWSem

(] ]
/18vDFdms SwChRMcORK1Kq jqt1+RBI1EFIGKIz71Gc9DXRwkBTb+hal)
11+JrELiZAPZO7rf081301gHEUxc1TTdEaxctPd202U/H19tRgkxRL!

%x2m01GcUCeVmdH f2aMe

[]
[ ) { 0 iXSvYFE4 Z8htrpplXLxI4Z
mz 1R1hCqV0201AZ]0d4VPR Tma jwdHKY j8MDPavR 17BvB6mBI jxNI9sx
b GJ30U2Ra0fdawVdBNyktNefBuBD3XYECS FMannFwgi1CNp20edvd 1Ta!

bekdzndTukHR3MSy TBW71C+hU/WCn3w/N/Q98 jXToMXkUOFCOLI0pH!

(] /PSKDI90W1EUkrDpEgTTADZpdnOtpsC1fZ0
AJ36N1w2+n5QTas LXgBSenU="; // Key ID=8479
and growin
" AwEAAA+3VMGGKN fw/Kc ZOEQxE TIPdDEL +oVqrx+XGhfUkPgysdgZ
KgmfTT+Pok(9jMaD001541

/3wl o+KghyNwCxt02YVgRp JMPAC rrBrBSL rw6Rz9gWZS F1+4 1V EPL
nFngg0aAV
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MV — Real-Time Monitoring

* Real-time Monitor/Graphing of DNS Activity
* Private Cloud Access to Traffic and Queries

Dnssecl - BIND DNSSEC Query Statistics

DN S Queries

05:20 05:40 O06:00 06:20 06:40 07:00 07:20 0740 0800 08520 0840 0500

O Blocked Current 0.00 Average 0.00 Max 0.00

E Success Current 31.91 Average 72.66 Max 248 .42

0 Recursion Current 14.00  Average 2342 Max 127.13

[0 Referral Current 0.00 Average 0.00 Max 0.00

B Serviail Servfail nan Average nan Max nmnan

O Duplicate Current mnan Average nan Max nan

[ Nxdomain Current 2.86 Average J1.81 Max 48940

W Nxrrset Current 17.91 Average 26.13 Max 42.02
VA Data O Valattempts Current 350.00m Average 2.08 Max 17.02

Mountain B Valsuccessful Current 210.00m Average 146 Max 17.02
O NXValidationsucessful Current 140.00m Average 50000m Max

SUIUtiDnS, @ Valfailures Current 0.00  Average 12500 m Max 558
Inc.




MV — Query Details

* Private Capture/Archive of DNS Activity
* Single-click Reporting and Raw Data Expor

Reports - Firefox

| ¥ Men's Mo KS Gmb__. | [y NICbr - ESPranto .| rows of e | [@) Repo... ||g| Update F
Dashb | >> Show Client DNS Queries

Start Date
End Date
Client Name
Client IP

Authoritative Name Servers
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nt DNS Queries
|ﬁ
|ﬁ
|
|

| Filter server
[ Only IPv6 Queries [show|

Ouery Count DNS Query Date



MV — Query Details (more
* Detailed Port/Query analysis from Client IPs
Integrate data into Blocked IP/IDS system

/) Data Mountain Solutions Detailed DNS Query Report - Firefox

File Edit View History Bookmarks Tools Help

@ @ ||g| file:/{fhome/Dmssysadmin/Downloads/QueryDetails.html

S Most Visited = [EPersonal v [EAMERIS ~ [EdEntertainment ~  [8].GOV Registration [EdNews ~
Yillege F...| F Men's Mo...| K3 IKS Gmb.. | fr Nicbr - .. ESPranto ... @ rows of e...‘ [@) Reports | [@) Update F

Deiailed Clieni Usage Analysis

Domain: dnssecreport.com Managed Validalion Server: dnssec1.datamtn.com
Queries from Clieni IP: 200.160.7.134 IP Reverse Lookup: dixitfoo.eng.br
Clieni IP Location: Unknown City, Unknown Region Couniry: Brazil (GMT+) Map: Latitude: -10 Longitude: -55

15-Feb-2010 08:57.57 162 port#6363 dnssecreport.com IN SOA +
15-Feb-2010 08:57:57.651 POrt#B6363 dnssecreport.com IN SOA +ED
15-Feb-2010 OB:58:07 652 port#6363 dnssecreport.com IN SOA +ED
15-Feb-2010 0B:56:17 660 port#6363 dnssecreport.com IN SOA +ED
15-Feb-2010 0B:56:27.661 port#6363 dnssecreport.com IN OPT +ED
15-Feb-2010 O&:58:28.120 port#6363 dnssecreport.com IN SCA +ED
15-Feb-2010 08:58:38.121 port#6363 dnssecreport.com IN SCA +ED
15-Feb-2010 0B:56:48.129 port#6363 dnss: port.com IN SOA +ED
15-Feb-2010 08:58:58.124 port#6363 dnssecreport.com IN S0A +
15-Feb-2010 D8:58:58 583 port#6363 dnssecreport.com IN DNSKEY +ED
15-Feb-2010 08:59:08.583 port#6363 dnssecreport.com IN DNSKEY +ED
VA Data 15-Feb-2010 D8:59:18.584 POrt#B6363 dnssecreport.com IN DNSKEY +ED
a 15-Feb-2010 08:59:28.592 POrt#B6363 dnssecreport.com IN DNSKEY +ED
M Ountal n 15-Feb-2010 085938 594 pOrt#6363 dnssecreport com IN DNSKEY +ED
Solutions 15-Feb-2010 08:59:48.585 port# 6363 dnssecreport.com IN DNSKEY +ED
) e

Inc.




MV — WHOIS Detalls

* Immediate mapping/lookup of DNS sources
* International crossref into ICANN regions

) Data Mountain Solutions WHOIS Results - Firefox

File Edit View History Bookmarks Tools Help

fwww.datam ¢ i aspx?whois=200 -|

¢ IKS Gmb... | Jif NICbr - .. # rows or e...| 6] Reports | 8] Update F...| (6] Data . € |

WHOIS Information
200.160.7.134
Device IP Address registered in: Brazil GMT-4
Location: Unknown City, Unknown Region

oint Whois - whois.lacnic.net Latitude: -10 Longitude: -55
This server accepts single ASN, IPvd or IPvE queries

Erazilian resource: whois.registro.br

opyright () Nic.br

The use of the data below is only permitted as described in
full by the terms of use (http:/registro.briermaoven.html),
being prohibited its distribution, comercialization or
reproduction, in particular, to use it for advertising or

inetnum:

aut-num:

abuse-c:

owner. Ncleo de Informao e Coordenao do Fonto BR
ownerid:  005508.560/0001-36

responsible; Demi Getschko

country: BR

| oz e
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DNSSEC Bundles

* (1) Managed Validation + Full Service =
$120/month (addl Auth domains = $75/mo)

* (2) Managed Validation + Full Service =
$165/month (addl Auth domains = $75/mo)

US GOV DNSSEC and FISMA DNS
Compliance in less than 1 hour!
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* (1) Managed Validation + Full Service =
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* (2) Managed Validation + Full Service =
$165/month (addl Auth domains = $75/mo)
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